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Scope i
P S e
Conference

Automotive SW Testing Conference

Automotive Safety Standards — ISO 26262

Testing Standards — 1SO 29119, I1SO 33063 & ISO 20246

Mappings between ISO 26262 and ISO 29119 — processes, techniques
and documentation

A co-ordinated approach — using both 1SO 26262 and ISO 29119
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|IEC 61508 - Functional safety of systems

ISO 26262
Road Vehicles

[ IEC 62061 IEC 61513
Machiner Nuclear
Y IEC 61508
Generic
IEC 61511 IEC 62279
Process Industry Railway
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SO 26262 - Overview

Vocabulary (1)

Management (2)

a Product Developmeg

Concept
Phase
(3)

Operation

(7)

Supporting Processes (8)

Safety Integrity Level Analysis (9)

Guidelines (10)
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1ISO 26262 —
Software development process

Software Testing

Specification of Verification of

software safety
requirements

requirements

Test Phase
B Verification
Design*,
Phase *
Verification®,

Software Testing

Software Software integration
architectural design and testing
Test Phase
Design ™. Verification

Phase *
Verification®,
Software Testing
Software unit design -------------------

and implementation T{EITELLITELETTETE
Test Phase

Verification

Software unit testing

software safety
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ISO/IEC/IEEE 29119 — Structure

partd <—| BS7925-1 |
Concepts & Vocabulary -
Part 4 Part 2 Part 3
Test.lng e Processes a Documentation
Techniques

1

t

| BS7925-2 | | IEEE829 |
Part 5 ISO/IEC 20246 | : :
- - ISO/IEC 33063 SO/IEC 20246 e iora
eywor - PrOCESS . E ..........................
Driven Testing Assessment Reviews <
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ISO 29119-2 Test Processes

ORGANIZATIONAL

TEST PROCESS
4 TEST MANAGEMENT PROCESSES N
TEST
TEST TEST
PLANNING MO(I:“(;L(')rRRIng & COMPLETION

\ J

4 DYNAMIC TEST PROCESSES N
TEST TEST
TEST DESIGN & TEST
IMPLEMENTATION ENVISIZC_;:IJI\;IENT EXECUTION RIIIE\IP%DR_IIE_:\INTG

\ J
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1ISO 26262 — Safety Integrity Level (ASIL)

o
Severity

* S1 - light/moderate injuries Severity | Probability
» S2 —severe/life threatening injuries
» S3 - |life threatening/fatal injuries

* Probability of exposure
 E1—v. low probability
* E2 —low probability
* E3 — medium probability
* E4 — high probability

* Controllability
e C1-simply controllable

e C2 — normally controllable
e C3 —difficult/uncontrollable
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1ISO 26262-6 — Unit Testing

e 9.2 General

* A procedure for testing the software unit against the
software unit design specifications is established, and the
tests are carried out in accordance with this procedure.

* 9453
* The software unit testing methods listed in Table 10 shall be
applied...
Table 10 — Methods for software unit testing
ASIL
Methods

A B ot D
1a |Requirements-based testd ++ ++ ++ ++
1b | Interface test ++ ++ ++ ++
1c | Fault injection test® + + + 4+
1d | Resource usage test® + + + ++
1e Back-to-back comparison test between model and code, if applicabled + + ++ ++
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1ISO 26262-6 —
Software Integration Testing

10.2 General

* In this sub-phase, the particular integration levels and the

interfaces between the software elements are tested against

the software architectural design.
10.4.3

* The software integration test methods listed in Table 13 shall

be applied...
Table 13 — Methods for software integration testing
ASIL
Methods

A B Cc D
1a |Requirements-based test? ++ ++ ++ ++
1b Interface test ++ ++ ++ ++
1c | Fault injection testP + + ++ +
1d Resource usage tested + + + ++
1e Back-to-back comparison test between model and code, if applicable® + + ++ ++
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1ISO 26262 — Deriving Test Cases

Table 11 — Methods for deriving test cases for software unit testing
Table 14 — Methods for deriving test cases for software integration testing

ASIL
Methods
A B C D
1a | Analysis of requirements ++ ++ ++ ++
' i ivalence classes? + ++ ++ ++
Analysis of boundary valuesP + ++ ++ ++
i + + + +
Table 12 — Structural coverage metrics at the software unit level
ASIL
Methods
A B C D
1a |Statement coverage ++ ++ + +
' a
1b | Branch coverage - : .'. + . v+ [+
1c  |MC/DC (Modified Condition/Decision Coverage) : + - + ++
Table 15 — Structural coverage metrics at the software architectural level
ASIL
Methods
A B C D
1a | Function coverage® Does not + + ++ ++
1b | Call coverage® say 100% + + ++ +
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1ISO 29119-4 Boundary Value Analysis

* Test Case Design
* Test Coverage

ISO 29119 : : ( ISO 26262 ]
13 pages L 1 sentence J

e Guidelines on Use

This method applies to parameters or variables,

. e values approaching and crossing the boundaries
= = and out of range values.
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1ISO 26262-6
Verification software safety requirements

e 11.2 General

* The purpose ... is to demonstrate that the embedded
software satisfies its requirements in the target environment.

*11.4.2

* To verify that the embedded software fulfils the software
safety requirements, tests shall be conducted in the test
environments listed in Table 16.

Table 16 — Test environments for conducting the software safety requirements verification

ASIL
Methods
A B C D
1a |Hardware-in-the-loop + + ++ ++
1b | Electronic control unit network environments? ++ ++ ++ ++
1c | Vehicles ++ ++ ++ ++
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ISO 26262 Verification

9.4.2/10.4.2/11.4.1 Software unit testing/integration testing/verification
of software safety requirements shall be planned, specified and
executed in accordance with ISO 26262-8:2011, Clause 9.

Vocabulary (1)

Management (2)

System Product Development (4)

Concept ,
Phase H:rr;g:ﬂe Software Product Opezr;\)tlon
(3) Development Development
()
(5) I1ISO 26262-8
Clause 9
Verification

Safety Integrity Level Analysis (9) |

Guidelines (10) /

Supporting Processes (8)




1ISO 26262-8 Verification Clause

In the test phases, verification is
the evaluation of the work
VERIFICATION products within a test

PLAN environment to ensure that they
comply with their requirements.

VERIFICATION
PLANNING

VERIFICATION
VERIFICATION SPECIFICATION

SPECIFICATION

VERIFICATION

VERIFICATION SR

The tests are planned, specified, EXECUTION &
executed, evaluated and documented EVALUATION

in a systematic manner.
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1ISO 29119-2 —
Test Management Processes

ORGANIZATIONAL TEST PROCESS

ORGANIZATIONAL TEST FEEDBACK ON
DOCUMENTATION ORGANIZATIONAL TEST

DOCUMENTATION

4 TEST MANAGEMENT PROCESSES N

TEST PLAN UPDATES |

TEST

TEST REPORT
TEST TEST
MONITORING P> — @)
PLANNING T COMPLETION

TEST PLAN, TEST PLAN, TEST PLAN,
CONTROL TEST COMPLETION REPORT, CONTROL
DIRECTIVES TEST MEASURES DIRECTIVES TEST MEASURES

TEST
DYNAMIC TEST
MANAGEMENT PROCESSES

PROCESSES




1ISO 29119-2 - Test Planning Process

—> Understand Scope
Context l:
Organise
Test Plan
Development ‘l’
Identify & Estimated Risks
Estimate Risks v
. . Treatment
Ide.nFlfy .RISk Approaches
Mitigation
Approaches W
Design Test
Strate
Schedule, Staffing . gy
Profile Determine
Stafﬁng and < Test Strategy
Draft ‘1’ Scheduling
Test Plan Document
‘1' Test Plan
Approved .
Test Plan Gain
r Consensus on
Test Plan Test Plan
Publish

@

Test Plan




1ISO 26262 Mapping to I1ISO 29119-2

Test Planning Process

*—>

Understand
Context

Scope

Organise

Test Plan

Development

ISO 26262 Mapping

14/29 shalls
0/7 shoulds

Test Plan

Approved

Test Plan

Publish

Test Plan

Draft
Test Plan

The roles and skills of staff to carry out
the testing described in the test strategy
should be identified.

v

Identify &

Estimated Risks

Estimate Risks

Schedule, Staffing
Profile

Identify Risk Treatment
eae . pproaches
Mitigation
Approaches “'
Design Test

Determine

Record

Gain

Consensus on

Test Plan

Test Plan

Staffing and
Scheduling

Strategy

Test Strategy

Each required test activity in the Test Strategy
shall be scheduled based on the estimates,
| dependencies and staff availability.




ISO 26262 - Verification Planning

* No consideration of organizational test strategy / test policy

* No coverage of interaction/approval from stakeholders

* Nothing on estimation of required resources
* no concept of constraints and compromises

* Nothing on staffing or scheduling
VERIFICATION VERIFICATION
PLANNING PLAN
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1ISO 29119-2 —
Test Monitoring & Control Process

test
plan

Set-Up
(TMC1)

test status report

test progress test control
info info
f Report (i [testing incomplete]

‘ (TMCA4) ¢
test
measures_| Monitor 5 Control

(TMC2) test (TMC3)
progress
info control
measures directives

DYNAMIC TEST PROCESS

[testing
complete]
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1ISO 26262 Mapping to I1ISO 29119-2
Test Monitoring & Control Process

ISO 26262 Mapping test status report
1/17 shalls
0/2 shoulds

test control
info

test progress

[testing incomplete]

measures_ B/ []1117]; Control 5
(TMC2) test (TMC3) [testing
progress complete]
info control

measures directives
Means of treating

changed risks shall be

identified.
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1ISO 26262 — Test Management

* Appears to assume that once a plan is specified then testing
will simply follow the plan and no so no divergence from the
plan is possible

* does not require new risks to be managed after architectural
design

* there is no requirement for test progress monitoring while
testing is being performed

* there is no requirement for test status reporting while testing
is being performed

* there is no requirement to control the testing
* SO no test management
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1ISO 29119-2
Test Completion Process

| ag

ARCHIVE
TEST ASSETS

v

CLEAN UP
TEST
ENVIRONMENT

'

IDENTIFY
LESSONS
LEARNED

v

REPORT TEST
COMPLETION




1ISO 26262 Mapping to I1ISO 29119-2
Test Completion Process

ARCHIVE ISO 26262 Mapping
TEST ASSETS 2/7 shalls
0/2 shoulds
CLEAN UP
TEST
ENVIRONMENT

IDENTIFY

LESSONS

LEARNED l
Lessons learned during REPORT TEST
the project execution COMPLETION
shall be recorded.




1ISO 26262 — Test Completion Process

* No mention of the archiving of test assets at the end of the
project
e e.g. reusable testware
e e.g. for future regression testing

* No requirement to clean-up the test environment
e e.g. for future use
e e.g. for security

* No requirement for lessons learned to improve future
testing
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1ISO 29119-2 — Dynamic Test Processes

TEST MANAGEMENT PROCESS

SYSTEM TEST TEST MEASURES CONTROL
PLAN DIRECTIVES
DYNAMIC TEST PROCESSES
TEST [NO ISSUES
TEST DESIGN & | SPECRICATION TEST RESULT NOTICED]
IMPLEMENTATION EXECUTION >?
[ISSUE NOTICED or
RETEST RESULT]
TEST
ENV'T
REQUIREMENTS TEST TEST
ENVIRONMENT — INCIDENT
SET-UP ENVIRONMENT REPORTING INCIDENT
READINESS

-

\

REPORT

REPORT /




1ISO 29119-2 —
Test Design & Implementation Process

Identify
Feature
Sets
(TD1)

Feature ‘
Sets

P

Test Design
Specification

Derive Test
Conditions
(TD2)

Test Conditions

I

Derive Test

Coverage
Items
(TD3)

Test
Coverage Items

Derive
Test Cases
(TD4)

Test Case
Specification

Test Cases

v

Traceability
Matrix

Assemble
Test Sets
(TD5)

Test ‘

Sets

P

Derive Test
Procedures
(TD6)

Test
Procedure
Specification

Test Procedures

& Test Scriptm




1ISO 26262 Mapping to I1ISO 29119-2
Test Design & Implementation Process

Test Design

S ficat -y ana
Identify Feature‘ pecitication — i - -> Traceab.lhty
Feature Sets Matrix
Sets I

(TD1)

DEG\-MI38 Test Conditions 7
Conditions TestCase | .=

(TD2) Specification |
Derive Test Test |
Coverage |Coverage Items

Items I L
(TD3) I

Derive Test Cases Test

Test Cases Procedure
(TD4)

Assemble
Test Sets
(TD5)

Test Procedures

ISO 26262 Mapping Derive Test ,
8/26 shalls Procedures ————"C @

0/2 shoulds (U2,




1ISO 26262
Test Design & Implementation Process

* No requirement to identify features sets or test conditions
 already done when assigning ASILs?

* No requirement for the prioritization of tests

* seems to assume that all planned testing will always occur
and no testing will ever get missed — so prioritization is
pointless

* No guidance is provided on:

* how to derive tests by using the required test technigues
* e.g. Equivalence Partitioning and Boundary Value Analysis

* how to measure coverage of required test completion criteria

* Requires the grouping of tests by method

* |SO 29119 suggests grouping tests based on execution
constraints
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1ISO 29119-2
More Dynamic Test Processes

Test Environment Set-Up Process

: .. Test Environment
Establish Test Test Environment Maintain Test Update(s)
Readiness Report . p
H Environment —J» Environment }@
(ES1) (ES2)
Test Execution Process
Test
Test Execution
Execute Test OUIif,fne Compare Test Re:,f,ts Record Test Log
H Procedure(s) 4 Results Execution _b@
(TE1) (TE2) (TE3)
Test Incident Reporting Process
Analyze Test ’”“Z’;’,’Z,ﬂ,’;jf o | Create/U pdate ”;@fj}’tt
H Results Incident Report @
(IR1) (IR2)
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1ISO 26262 Mapping to 1ISO 29119-2
More Dynamic Test Processes

Test Environment Set-Up Process

; . . Test Environment
Establish Test Test Environment Maintain Test

Readiness Report . Update(s)
Environment Environment
(ES2)

(ES1)

Test Execution Process

Test
Executi
Execute Test OU-',_:if,fne Compare Test jo,tts Record Test "ef;’g”"
H Procedure(s) 3 Results —pp  Execution —}@
(TE1) (TE2) (TE3)
Test Incident Reporting Process
Analyze Test ’”C’Zg’;ﬂ,fjf Al Create/U pdate ”,;i,’;:,ntt
‘—} Results Incident Report $@
(IRT) (IR2)
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1ISO 26262
More Dynamic Processes

* Test Environment Set-Up Process

* Requirements for the different test environments for the three test
phases are specified, BUT

* no mention of planning, design, configuration management,
installation and verification of the test environment

* nothing on the maintenance of the test environments, nor
reporting of their status

* Test Execution Process

* Nothing requiring that actual results of testing are recorded

» only level of compliance and test results (pass/fail) need to be
documented

* Test Incident Reporting Process
* Not included — perhaps because this is not testing

e But for failures requires the rationale for failure and suggestions for
changes in the verified work product — this is definitely not testing

27?7
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Test Policy

Organizational Organizational
Test Strategy k== Test Strategy
//
Test Management Documentation \
A
1
Test Plan Test Plan Test Plan
(Project) e (Project) ) e (Project)
A \
Test Plan Test Plan Test Plan

(Sub-process) (Sub-process) (Sub-process)

1
« Dynamic Test Documentation
L + L
| Test Specification | 4
_—
3 L
Test Environment Test Data
Requirement Requirement ) |
! : e
Test Environment Test Data \ J
Readiness Report Readiness Report

29119-3

Test Documentation

Perform
Dynamic Test

Incident | Test Execution
Report Documfntatlon
Test Status
Report

|

Test Completion Report
(Sub-process)

Test Management )
Documentation, Test Completion Report

cont. (Project)




7
Test Management Documentation \
A

Test Plan Test Plan I Test Plan
(Project) (Project) ) aen (Project)
‘ \ Verification
Test Plan Test Plan Test Plan °
(Sub-process) | *** | (Sub-process) ... | (sub-process) D ocume ntat ion
« Dynamic Test 6ocumentation ISO 26262 8

J
mapping

Test Environment
Requirement

Test
Perform Documentation

Dynamic Test

ISO 29119-3

Test Execution
Documentation —

.
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1ISO 29119-3 Test plan template

Context of the testing:

Project(s)/Test sub-process(es)

Test item(s)

Test scope

Test strategy:

Assumptions and constraints

Test sub-processes

Stakeholders

Testing communication

Test deliverables

Risk register:

Test design techniques

Product risks

Test completion criteria

Project risks

Metrics to be collected

Test strategy

Test data requirements

Testing activities and estimates

Test environment req’ts

Staffing:

Roles, activities, and responsibilities

Retesting and regression
testing

Hiring needs

Suspension and resumption
criteria

Training needs

Schedule

Deviations from the
Organizational Test Strategy
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1ISO 26262 Mapping to I1ISO 29119-2
Verification/Test Plan

Context of the testing:

Project(s)/Test sub-process(es)

Test item(s)

Test scope Test strategy:

Assumptions and constraints Test sub-processes

Test deliverables

Test design techniques

SRR Test completion criteria

Product risks

_ Metrics to be collected
Project risks

Test environment req’ts

Testing activities and estimates

Retesting and regression
testing
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Just ISO 26262 .... OK Software Testing

HAZARD &
RISK ANALYSIS ASILs
ISO
¢ 26262-6 ¢ ¢'
2 6IZS(?Z 3 TEST CASE TEST
- TEST PHASES DERIVATION COMPLETION
DYNAMIC TESTING METHODS CRITERIA
REQUIREMENTS
‘ TESTING
INTEGRATION
TESTING <€
VERIFICATION TR
VERIFICATION <_>
PLANNING
VERIFICATION
SPECIFICATION BUT.....
VERIFICATION
EXECUTION & No test management _
EVALUATION No test technique definitions
No test coverage definitions

Little test documentation
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How it should be...Full Software Testing

HAZARD &
m RISK ANALYSIS Aslls

ISO
l 26262-6 l ‘L
ISO TEST CASE TEST
TEST PHASES 29119-2 DERIVATION COMPLETION
METHODS CRITERIA

TEST MANAGEMENT
DYNAMIC TESTING

REQUIREMENTS =)

TESTING
ISO SESE R S TEST CASE DESIGN ISO
29119-3 POCHMENTATION TESTING TECHNIQUES 29119-4

TEMPLATES

UNIT TESTING P

TEST l A A = TEST H

DOCUMENTS CASES
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Conclusions 155
—~1 =/ /2016
Conference

Automotive SW Testing Conference

Automotive Safety Standards — ISO 26262

Testing Standards — 1SO 29119, I1SO 33063 & ISO 20246

Mappings between ISO 26262 and ISO 29119 — processes, techniques
and documentation

A co-ordinated approach — using both 1SO 26262 and ISO 29119
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